IEIRIHTE
TEDHTH TR Bl TR T SystemUIRHAISCHM ELNARHY

R YIRS AR T =B
onFinishGoingtoSleep()

RS SARE

handleFinishedGoingToSleep

B8 protected void handleFinishedGoingToSleep (int argl) {
9 mGoingToSleep = false;
final int count = mCallbacks.size();

for (int i = 0; i < count; i++) {
FeyguardUpdateMonitorCallback cb = mCallbacks.get(i).get ()
if (cb !'= null) {

cb.onFinishedGoingToSleep (argl);

1Mo b RS

nmFingerprintAlreadyfAuthenticated = false;
g8  T—p tpdateFingerprintListeningState ()

BXANE AR I&EupdateFingerprintListeningState()
ER AR , FEXImFingerprintAlerdyAuthenticatedi{E/afalse

private void updateFingerprintListeningState() {
boolean shouldListenForFingerprint = shouldListenForFingerprint():
if (mFingerprintRunningState == FINGERFRINT STATE RUNNING && !shouldListenForFingerprint) {
stopListeningForFingerprint ():
} else if (mFingerprintRunningState != FINGERPRINT STATE RUNNING
&£& shouldListenForFingerprint) {
startlisteningForFingerprint ()

EzmEt | Bl IS EEE— TR TSR . ()

private boolean shouldListenForFingerprint() {
retorn (mEeyguardIsVisible || 'mDeviceInteractive || mBouncer || mGoingToSleep)
&& 'mSwitchingUser £& 'mFingerprintAlreadyAuthenticated
&& !'isFingerprintDisabled (gstlurrentlUs=sr());
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private int mFingerprintRunningState = FINGERPRINT_STATE_STOPPED;
BRHNARTEmFingerprintRunningStatefIM#{EEFINGERPRINT_STATE_STOPPED
LA TR — N
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-1 ¢

= private void ElhadBEidShbslsjdabdmbls (Syshabaled () |

[T~ ]

if (mwFingerprintRunning3tate == FINGERPRINT STATE CANCELLING) {
setFingerprintRunningState (FINGERPRINT STATE CANCELLING RESTARTING) ;
1 retarn;
2 }
3 if (DEBUS) Log.wv(TASG, "startlisteningForFingerprint()™):

int userld = ActivityManager.getCurrentUser():

5 if (isUnlockWithFingerprintPossible (userId) ) {

6 if (mFingerprintCancelSignal !'= nmll) {

7 mFingerprintCancelSignal.cancel () ;

8 }

g mFingerprintCancelSignal = new CancellationSignal():

] mFpm.authenticate (null, mFingerprintCancelSignal, 0, miuthenticationCallkack,
1 setFingerprintRunningState (FINGERPRINT STATE RUNNING) ;

2 }

3 }

\UERESERTEN ¥ TS EEH TSNS
JERFFingerpritManager.authenticateSgHEREAuthenticationCallback

JEFy5 £setFingerprintRunningState() SE4EsmFingerprintRunningStatefRZS

TELUE

EAZ B 1 NS T iesddElEAuthenticationCallback gl
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@Override
public void onfluthenticationSucceeded (AuthenticationResult resulc) {
handleFingerprintAuthenticated() :

tfrhandleFingerprintAuthenticated()
v :

201

iSRS Ll andleFingerprintiuthenticated [JRRY

try {
final int userld;
try {
userld = ActivityManagerNative.getDefault () .getCurrentUser () .id;
} catch (RemoteException e) {
Log.e (TAG, "Failed to get current user id: ", e);
return;
511 }
512 if (isFingerprintDisabled (userId)) {
513 Log.d(TAG, "Fingerprint disabled by DPFM for userId: " + userId):;
514 retorn;
515 H
516 onFingerprintiduthenticated (usexrId) ;

wu
[y

} finally {
setFingerprintRunningState (FINGERPRINT STATE STOFFED):

[
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FoRREERonFingerprintAuthenticated()
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private void [SaEbils(Sysiabia il mls-tnsl( int userId) {

mzerFingerprintiuthenticated.put (userId, true):

this event

n rd dismiss or to a
(if Kevyvguard is not showing), so we don't need to listen
Iy gone.
mFingerprintilreadyiuthenticated = isUnlockingWithFingerprintAllowed ()
for {(int i = 0; i1 < mCallbacks.sizel(); i++) {

KeyguardUpdateMonitorCallback cb = mCallbacks.get (i) .get():

if (cb !'= nmll) {

ch.onFingerprintAunthenticated (userId) ;

1is
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FingerprintUnlockControl
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BOverride
public wvoid :int userld) {
if (pUpdateMonitor.isGoingToSleep()) {
mPendingAuthenticatedUserId = userld:;
return;
¥
boolean wasDevicelnteractive = mUpdateMonitor.isDeviceInteractive():
nMode = calculateMode () ;
if (lwasDevicelnteractive) {
if (DEBUG FP WAKELOCK) {
Log.1(TAG, "fp wakelock: Authenticated, waking up...");
}
mPowerManager . wakeUp (SystenClock.uptimeMilli=())
¥
releaseFingerprintWakelock () ;
switch (mMode) {
case MODE DISMISS BOUNCER:
mStatusBarKeyguardViewManager.notifyKeyguardAuthenticated (
false /* strongButh */);
break;
case MODE UNLOCH:
case MODE SHOW BOUNCER:
if ('wasDeviceInteractive) {
mStatusBarKeyguardViewManager.notifyDeviceWakeUpRequested|() ;
}
mStatusBarKeyguardViewManager.animateCollapsePanels {
FINGERFRINT COLLAPSE SPEEDUP FACTOR) :
break;

case MODE FAKE AND UNLOCK PULSING:
mPhoneStatusBar.updateMediaMetabData (false /* metaDataChanged */)

Fall through.
case MODE FAKE AND UNLOCK:
mStatusBarWindowManager. set5StatusBarFocusable (false)
mDozeScrimController.abortPulsing () ;
n¥eyguardvViewMediator.onWakeAndUnlocking () ;
mScrimController.setWakelndUnlocking () ;
if (mPhoneStatusBar.getNavigationBarView() '= null) {
mPhoneStatusBar.getNavigationBarView () . setWakeindUnlocking (true) ;

H

break:
case MODE ONLY WAKE:
case MODE NCONE:

break:
}
if (mMode != MODE WAKE AND UNLOCK PULSING) {
mStatusBarWindowManager.setForcelDozeBrightness (false) ;
}

mPhoneStatusBar.notifyFpiuthModeChanged () 2

MERTETAD , Fofi T RENER 9mode T Ef IR | SRS :
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private int calculateMode() {
boolean unlockinghAllowed = ggggggsﬁgg;gbg.isUnlockingWithFingeIprintkllowed[];

Lo L LA

oo m

2 if (!mUpdatsMonitor.isDevicelnteractivel()) {

11 if (!mStatusBarKeyguardvViewManager.isShowing()) {

4z retorn AmEELGNLx_EﬂKE;

43 r else if (mDozeScrimController.isPulsing() && unlockinghllowed) {

return MODE WAKE AND UNLOCK PULSING:
} else if (unlockingAllowed) {

retorn MODE WARE AND UNLOCK;
} else {

return MODE SHOW BOUNCER:

o
[ RTINS IS . TS

if (mStatusBarFeyvguardViewManager.isShowing()) {
if (mStatusBarKeyguardViewManager.isBouncerShowing() && unlockingfllowed) {
return MODE DISMISS BOUNCER;

tnownon
Wk

r else if (unlockingfillowed) {
return MODE UNLOCK:

} else if ('mStatusBarKeyguardViewManager.isBouncerShowing()) {
retorn MODE SHOW BOUNCER:

oo
S T T

tn
o W

retorn MODE NONE;

P

SN
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1:MODE_ONLY_WAKE , (VX reffss , XA T E B e zER
2:MODE_WAKE_AND_UNLOCK_PULSING f#iidfgs—

3 : MODE_WAKE_AND_UNLOCK Eisi

4 : MODE_SHOW_BOUNCER S5

A= MEEE TSt

1 : MODE_DISMISS)BOUNCER fi#i

2:MODE_UNLOCK fi4i

3:MOD_SHOW_BOUNCER

B PRESEEISE

[

public boolean isUnlockingWithFingerprintAllowed() {
retorn mStrongAuthTracker.isUnlockingWithFingerprintAllowed ()
£& 'hasFingerprintUnlockIimedCut (slurrentlUser) ;

[L T o B S R % L R
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EESHELUR -
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MODE_WAKE_AND_UNLOCK
mStatusBarWindowManager.setStatusBarFocusable(false);
mDozeScrimController.abortPulsing();
mKeyguardViewMediator.onWakeAndUnlocking();
mScrimController.setWakeAndUnlocking();
if (mPhoneStatusBar.getNavigationBarView() != null) {

mPhoneStatusBar.getNavigationBarView().setWakeAndUnlocking(true);

IRERERBIIERA IEE D 1KeyguardViewMediator.onWakeAndUnlocking

KeyguardViewMediator.onWakeAndUnlocking



public void aiEV{FSelsiifeilalad sbals [} {
mWakelndUnlocking = true;
keyguardDone (true /* authenticated */):

L5086 }

L507 H

L508 frf @y

L5008 }

L1510 }:

L1511

L5122 public void |aStGprElGitlals (boolean authenticated) |

L1513 if (DEBUS) Log.d(TAE, "keyguardDone (" + authenticated +")™);

1514 EventLog.writeEvent (70000, 2):

L51% Mezzage msg = mHandler.cobtainMessage (EEYGUARD DONE, authenticated ? 1 : 0);
L5168 mHandler.=sendMessage (m=g) ;

L1517 }

151

15198 f*%

L1520 * This handler will be associated with the policy thread, which will alsco
1521 # he the TIT thread nf the kevmard. Bince the ani=s nf the nolicw. and therefore
12 case NOTIFY STARTED WAKING UF:

13 handleNotifyStartedWakingUp () ;

14

15

16 1= 0):

()

18 case KEYGUARD DONE DRAWING:

(] handleKeyguardDoneDrawing () 7

35M_SystemUI b (% src b #} com.android.systemui.keyguard b & KeyguardViewMediator b @ handleKeyguardDone(boalean) : void
= [Hx

! * @see #keyguardDone
! * Eses ¥KEYGUARD DONE
=/
L= private wvoid LELGEEGH LRSS (boolean authenticated) {
Log.d(TaA5, "handleEeyguardDone, authenticated=" + authenticated):
synchronized (this) {
' resetEeyguardDonePendingLocked () ;

SA/M: [MLPS01567248] Timing issue.

| Yy Voice Unlock View dismiss -» AntiTheft View shows
| L -> previous Voice Unlock dismiss flow calls handleKeyguardDone
frr -> remove AntiTheft View

L S50 we avoid handleFeyguardDone if AntiTheft is the current view,
e and not vet unlock correctly.
if (AntiTheftManager.isAntiTheftLocked()) {

' Log.d(TAG, "handleKeyguardDone() - Skip keyguard done! antitheft = " +
i AntiTheftManager.isAntiTheftLocked () +
" gr 2im = " + mUpdateMonitor.isSimPinSecure()):
retorn

Log.d(Ta5, "set mEeyguardDonefnGoing = true")
mKeyguardDonseOnGoing = true :



39 if (mGoingToSleep) {
30 Log.1i(TAS, "Device is going to sleep, aborting kevguardDone™);
31 return;
32 H
33 if (mExitSecureCallkback '= null) {
34 try {
35 mExitSecureCallback.onKeyguardExitResult (authenticated)
H } cateh (RemoteException e) {
37 S5log.w(TAG, "Failed to call onEeyguardExitResult (" + authenticated + ")", e);
38 }
ig
o mExitSecureCallback = null;
if (authenticated) {
f/ after succesfull ¥, no need to reshow
ff the keyguard w 1 th released the lock
nExternallyEnabled = true;
mileedToReshowiWhenReenabled = false;
updateInputRestricted() ;
}
}
o SO /M [RALPS00827994] always to play sound for user to unlock keyguard
il mSuppresslextlockSound = false;
i handleHide () ;
1 v
B2 EERYTE |, Bl RBERE—EF R RERERY , £2EH9=ZhandlerHidersix
248 ek
55 # Handle message sent by {Elink #hidelocked()}
56 * Esee #HIDE
57 y KeyguardViewMediator
580 private void handleHide() {
59 synchronized (KeyguardViewMediator.this) {
&0 if (DEBUS) Log.d(TAG, "handleHide"):
al
62 mHiding = true;
63 if (mShowing && 'mCccluded) {
a4 if ('mHidefnimationRun) {
65 mStatusBarKeyguardViewManager.startPreHideAnimation (mEeyguardGoingAwayRunnable) ;
a6 } else {
&7 m¥eyguardGoingAwayRunnable.run() 2
68 }
3 } else {
70
T1 Don't try to rely on WindowManager - if Keyguard wasn't showing, window
T2 /{ manager won't start the exit animation.
T3 handleStartKeyguardExitAnimation |
T4 SystemClock.uptimeMillis() + mHideAnimation.getStartOffset(),
75 mHideAnimation.getDuration());
T6 }
77 }

#iiEHandlerStartKeyguardExitAnimation 532



S SDVI_bYstemUL P 1SF src Pt com.android.systemulkeyguara W Keyguaraviewlviediator ¢ B hanadledtartikeyguardexitAnimationiiong, long) : void
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private void WELGEISRER A IEigslR el SohbiEidleel (long startTime, long fadeoutDuration) {
if (DEBUG) {
Log.d(TAS, "handleStartEeyguardExitAnimation()} is called."™)

S O oo

T I =]

synchronized (HeyguardViewMediator.this) {

if (!mHiding) {
Log.d ({TAS, "handleStartKeyguardExitAnimation() - returns, !'mHiding = " + !'mHiding)} -
retorn;

3@

}
mHiding = false;

S bW

// only play "™unlock™ noises if not on a call (since the incall UI

// disables the keyguard)

J//M: fix ALPS501933919 to avoid play unlock sound continuously.

i also fixes ALPS01940830

if (TelephonyManager.EXTRR STATE_ IDLE.equals (mPhoneState) && mShowing) {
playSounds (false) ;

T

R T
-

[=ITa]

zetShowingLocked (false) ;
mStatusBarKeyguardViewManager.hide (startTime, fadeoutDuration):
resetKeyguardDonePendingLocked () 5
mHidefAnimationRun = false;
updatehctivityLockScreenState ()
adjustStatusBarLocked () ;
zendUserPresentBroadcast () ;
if (mWakehndUnlocking && mDrawnCallback !'= nmnll) {
notifyDrawn (mDrawnCallback) ;

O omon s W b e

3
et

StatusBarKeyguardViewManager.java
EaAFEEStatusBarKeyguardViewManager,javadid/5;£hide

G SUIV_SYILSIIDE P s 3 P L S A LS Y S UL S S A TS P e SLALUS DAL NEPUal Y IS EWIYIEAGY S W DS I, A e VT

R
* Hides the keyguard view
*/

public void tlong sztartTime, final long fadeocutDuratiom) {
if (DEBUG) Log.d(TAG, "hide() is called.")

mShowing = false;

long uptimeMillis = SystemClock.uptimeMillis():
long delay = Math.max (0, startTime + HIDE TIMING CORRECTION M5 - uptimeMillis);

if (wPhoneStatusBar.isInLaunchTransition() )} {
mPhoneStatusBar. fadeKeyguardhifterlaunchTransition (new Runnable () {
BOverride
public void run() {
mS5tatusBarWindowManager. setEeyguardShowing (false) ;
mStatusBarWindowManager.setEeyguardFadingAway (troe) ;
mBouncer.hide (true /* destroyView */);
updateStatces () ;
mScrimController.animateKeyguazdFadingOut (
PnoneStatusBar.FADE KEYGUARD START DELAY,
PhoneStatusBar. FADE KEYGUARD DURATION, nmll);:

H
}, new Runnable() {

BOverzride

poblic woid run() {
mPhoneStatusBar.hideKeyguard () ;
mS5tatusBarWindowManager. setEeyguardFadinghAway (false) ;
nViewMediatorCallback. keyguardGone () ;
executeifrerKeyguardGonefction()

P
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1t (!=taying) i
mStatusBarWindowManager. setEeyguardFadinghAway (true) ;
if (mFingerprintUnlockController.getMode ()
== FingerprintUnlockController.MODE WAKE AND UNLOCK) {
if ('mScreenTurnedCn) {

|-I'\ [-I'
oo

s

Y

|-I'
oL R e

i4 mbeferScrimFadeCut = true:

45 } oelse {

46

47 Screen i= already on, don't defer with fading out.
48 animateScrimControllerKeyguardFadingCut (0,

49 WAKE AND UNLOCK SCRIM FADECUT DURATICN MS);
i50 }

51 } else {

52 animateScrimControllerEevguardFadingfut (delay, fadeoutDuration):
i53 }

54 } else {

i85 mScrimController.animateGoingToFullShade (delay, fadecutDuration):;
13 mPhoneStatusBar. fini shKeyguardFadinghAway () ;

57 ¥

58 }

iS5G mStatusBarWindowManager. setKeyguardShowing (false) ;

60 . Bouncer.hide (troe /* destroyView #*/};

el mViewMediatorCallkack. keyguardGone () ;

62 executeAfterKeyvguardGonefction () ;

63 updateStates ()

164 }

65 }

66

HBEEAEmMBoucher,hide()

KeyguardBouncer.java

public void tboolea.n destroyView) {
if (DEBUG) {
Log.d(TAG, "hide() i= called, destroyView = " + destroyView) :

cancelShowRunnable () ;

if (mEeyvguardView != nmll) {
nEeyguardView.cancelDismissaction():
mEeyguardView.cleanUp () »

}

if (destroyView) {

if (DEBUG) Log.d(TAG, "call removeView()"™)
\remove\?iew ():

} else if (mRoot !'= nmll) {
if (DEBUG) Log.d({TAG, "just =et keyguard Invisikle.™)
mRoot.setVisibility (View. INVISIELE) ;

f M: [ALPS501748966] true place that user has left keyguard.
If the alternate unlock was suppressed, it can now be safely
enabled because the user has left k rd.

Log.d (TAG, "hide() - user has left keyguard, setlhlternatelUnlockEnabled (true}™)
KeyguardUpdateMonitor.getInstance (mContext) .setAlternateUnlockEnabled (true)

BIRAEE 0E 7 AR IremoveView s ZSRIEIRFrER View
removevs e U

private wvoid

if (mRogt !'= null && mRoot.getParent () == mContainer) {
Log.d (TAZ, "removeView() - really remove all wiews.") ;

mContainer.removeView (mRoot) ;
mRoot = null;

voblic boolean onBackPressed() {

LAES Tizenk T BN BB arE






